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Abstract: In digital watermarking techniques, the geometrical
attacks are still an open problem. Affine transforms can be used
for describing Most of geometrical attacks. This paper deals with
digital watermarking of images robust against the affine trans-
formations. Here the new approach to improve robustness
against geometrical attacks is developed. The discrete Fourier
transform (DFT) and log-polar mapping (LPM) is used for wa-
termark embedding and for watermark detection.
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I. INTRODUCTION

The desire for the availability of information and quick
distribution has been a major factor in the development of
new technology in the last decade. There is the increased use
of multimedia across the Internet. Multimedia distribution
has become an important way to deliver services to people
around the world. It is commonly applied in Internet
marketing campaigns and electronic commerce web sites.
Due to the growing usage of multimedia content on the
Internet, serious issues have emerged. Counterfeiting,
forgery, fraud, and pirating of this content are rising.
Virtually anyone with a sound card, scanner, video frame
grabbers, or multimedia authoring systems allow them to
incorporate copyrighted material into presentations, web
designs, and Internet marketing campaigns. Consequently,
copyright abuse is rampant among multimedia users who are
rarely caught. This copyright abuse is the motivating factor in
developing new encryption technologies. Progress in digital
data processing has brought many advantages into the data
transmission, storage, copying and so on. But some

advantages in one way can be disadvantages in other way.
The easy processing of the digital multimedia has caused that
the illegal digital copy can be made in exactly the same
quality as the original, may be created at low cost and can be
transmitted very easily through the networks. These reasons
have established the question of the ownership rights
protection in multimedia data.

There are two approaches to the multimedia data
protection: Multimedia protection during the transmission
and multimedia protection after the transmission. The
multimedia protection during the transmission is based on the
usage of cryptographic algorithms. Cryptographic algorithms
can be divided into the two main groups: symmetric or
secret-key algorithms, and asymmetric or public-key
algorithms. But these cryptographic algorithms protect the
multimedia only during the transmission. After the
decryption in the receiver multimedia terminal multimedia
are not protected anymore and data may be copied easily and
without quality degradation.

The protection after the transmission and decryption can
be achieved by adding some information into the multimedia
data in which the information about the multimedia source,
about the author or about the permission for further
multimedia processing can be included. The art of inserting
information into multimedia data in a robust and invisible
manner is known as a digital watermarking.

In digital watermarking as tools for the protection of
ownership rights and copy prohibition, there are lots of
processes performed by unauthorized persons which aim to
corrupt the embedded information. These processes are called
attacks. There are various categorizations of attacks on
watermarks. One from the categorization, presented in [4], is
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categorization into four main groups:
«  removal attacks,
« geometrical attacks,
«  cryptographic attacks,
«  Protocol attacks.

Removal attacks achieve complete removal of the
watermark information from the watermarked data without
cracking the security of the watermarking algorithm. This
category includes denoising, lossy compression, quantization,
demodulation, collusion, and averaging attacks.

Geometrical attacks do not remove the embedded
watermark itself, but intend to distort the watermark detector
synchronization with the embedded information. Cropping,
flip, rotation, shift, scaling, translation and so on belong to the
category of the geometrical attacks.

Cryptographic attacks aim at cracking the security
methods in watermarking schemes and thus finding a way to
remove the embedded watermark information or to embed
misleading watermarks. These attacks are very similar to the
attacks used in cryptography. There are the brute force attacks
which aim at finding secret information through an
exhaustive search.

Protocol attacks aim at attacking the entire concept of
the watermarking application. This category includes the
copy attack and the attacks made by invertible watermarks.

The geometrical attacks on the digital watermarks are
still an open problem for many watermark algorithms used in
present time. A few approaches to improve the robustness
against geometrical attacks are presented in papers [1], [2],
(31, [5].

The methods capable to estimate and recover the un-
dergone global affine transformations can be divided into
three main groups:

Invariant watermarks. The transform invariant domain
approach mostly consists in the application of the Discrete
Fourier Transform (DFT) followed by the log- polar (LPM)
or a log-log coordinate mapping. And the watermark is
embedded into the image by the modification of the DFT
magnitude. This DFT followed by the LPM is the same as the
Fourier-Mellin transform. The watermarks, which use the
Fourier-Mellin transform, are designed to be robust mainly
against the rotation, scales and translations.

Template based schemes. In this case, the watermark
consists of two parts: template and the self-watermark. The
template contains no information but is merely a tool used to
recover possible transformations in the image. The recovery

of the watermark is a two stage process. First, the
transformation undergone by the image is determined, and
then inversion or compensation for the transformation when
decoding the watermark is done. The points of the template
may be distributed for example in the DFT domain.

Autocorrelation techniques. The third method for the
recovery of geometrical transformations is the use of the auto-
correlation function. These methods are based on the adding
of the repeated watermarks in the overlapping fashion. At the
detection, the estimation of the watermark is performed and
the autocorrelation function is calculated. The peaks in the
auto-correlation function are obtained due to the repetitive
insertion of the watermark. Since the autocorrelation of the
inserted watermark is known, this is compared with the auto-
correlation function of the recovered watermark. A
transformation matrix is calculated based on the two sets of
peaks. This transformation is then inverted and the watermark
is decoded.

1. AFFINE TRANSFORMATIONS

Most of geometrical attacks can be uniquely described using
the paradigm of general affine transforms, that can be
represented by the 4 coefficients t11, t12, t21, t22 forming a
matrix T for the linear component, plus the two coefficients
T, Ty, for the translation part of the transform. The affine
transform maps each point of Cartesian coordinates from (x, y)
to (x’p’). This transform can be depicted in the following
form
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Where “x” represents the matrix product. The 1
component corresponds to the cropping and the translation.
The different values of the tij components in the matrix T
represent the different types of the affine transforms.
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I. LoG-POLAR MAPPING

As it was mentioned before, the exploitation of the features of
some transformations which are invariant against the affine
transformations can be used to improve robustness of
watermarks against the geometrical attacks. Discrete Fourier
transform (DFT) full fill these requests and is often being used
in the digital watermarking algorithms. If the picture is
defined as two dimensional function x (i,j) in the Cartesian
coordinate system with limitations 0< i< N1 and 0< j< N2, the
DFT and inverse DFT is defined as follows
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Affine transforms performed with images in the spatial
domain caused the specific changes in the DFT domain.

The picture shift in the spatial domain causes a linear shift in
the phase component of the DFT
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The symbol < represents the transform relationship between
DFT domain and the image spatial domain. Note that both
F(k1,k2) and f(x,y) are periodic functions so the translations
cause the image to be “wrapped around” and this feature is
called circular translation

Scaling the axes in the spatial domain causes an

inverse scaling in the frequency domain
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The image rotation through an angle @ in the spatial
domain causes the DFT representation to be rotated
through the same angle

Rotation is converted also to a translation

(xecos(f + &) —ysin(f + 0L xsin(f +8) + yeos{6+ 8) & (u.8 +

Image and corresponding LPM a) original image, b)
rotated image, c) scaled image

Il. PROPOSED WATERMARKING METHOD

The proposed algorithm is based on the combination of the
DFT and LPM features. Watermark is in the form of spare
matrix which is created depending on the sequence of the
alphanumeric values. The watermark is inserted into the
original picture in the DFT domain. During the embedding
process the hash function RIPEMD-160 is used for the
algorithm security improvement. On the receiver side, the
watermark is not extracted but only detected. That means
there is a binary decision process about the presence or the
absence of the watermark in the image.

4.1 Watermark Embedding
The entries of the watermark embedding process are the

PR EO5E — Ry SING, R FING T 0050 ] = LA 00se = Sine. X Shiininal GFEy Scale image | and the key K, which is in the

From equation (7) it is clear that spatial shifts affect only the
phase representation of the image. Also equations (8) and (9)
can be rewritten by using the specific substitution. The
changes in the image caused by scaling and image rotation in
the spatial domain can be described by invariant shift after this
substitution. This can be performed by the substitution which
is called log-polar mapping (LPM).

Consider a point (x,y)€R2 and define x=eucosé, y=eusing,
where #€R and 0<6<2m. The result of this substitution is that
for every point (x,y) there is a point (x,6) that uniquely
corresponds to it. The new coordinate system (u,6) converts
the scaling and rotation into the simple translation in the
direction of the axis.

Scaling is converted to a translation

(pX,pYy)>(u+ logp,6)

alphanumeric form and after the processing by hash function
is used as the initialization vector for the pseudorandom
generator. The process of the watermark embedding is shown
in Fig. 2 and can be described in five steps:

o DFT of the original image I,

o watermark generation based on the secret key K,

o transformation of the key by using inverse LPM,

o watermark embedding into the chosen coefficients of the

e magnitude spectrum of the DFT,

e Inverse DFT.
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Fig.2 embedding method
The calculation of the DFT of the original image is the first
step in the watermark embedding process. The secret key K is
used as the input for the RIPEMD-160 hash function. The
output of the hash function is used as the initialization vector
for the pseudorandom generator. Generated pseudo-random
sequence has normal dispersion and zero mean value and
based on the chosen decision level is mapped into the two
values (0,1) (Fig. 3). The size of the sequence is selected
based on the desired quality of the watermarked image and on
the desired robustness of the embedded watermark against the
attacks.

]
tFig. 3. Pseudorandom sequence and sequence mapped on the
values (0,1).
The size of the watermark has to be the same as the size of the
original image. Generated and mapped sequence is situated in
the lower part of the watermark (Fig. 4). The quality of the
watermarked image is influenced by the location of the
sequence in the watermark, the size of the sequence and by

the

ones in the sequence.

Fig. 4. Embedded watermark.

The next step in the embedding process is the transformation
of the watermark by using inverse log-polar mapping (ILPM).
The location of the pseudorandom sequence in the watermark
is selected by following DFT and LPM properties. Watermark
and its ILPM are shown in Fig. 5.

Fig. 5. Watarmark and its inversa log-polarmappine.

As can be seen in Fig. 5, the ILPM transforms the
pseudorandom sequence in the watermark into the concentric
ring. In the DFT spectrum the medium frequencies are
situated in this region. These frequencies are chosen for the
watermark embedding for two reasons:

 Modification of medium frequencies causes less degradation
of the watermarked image as the modification of the lower
frequencies would cause,

« If the higher frequencies are modified during the watermark
embedding process, the watermark robustness would be low
against the attack, mainly against loss compressions.

The location of the concentric ring in the ILPM domain can be
modified by the wvertical shifting of the pseudorandom
sequence in the watermark (Fig. 6). The watermark is
embedded into the magnitude coefficients of the DFT in the
form of local peaks. The process of the embedding is adaptive,
that means the watermark is not embedded into the whole
picture with the same power. The process of the watermark
embedding can be described as
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Where o (alfa) is the power of the embedded watermark.

ILPM

Fig. 6. Vertical shifting of the pseudorandom sequence.

The inverse DFT is the final step in the watermark embedding
process and the watermarked images are obtained

4.2 Watermark Detection

The detection algorithm does not require the original image
and is based on the correlation test between the original and
extracted watermark. The algorithm entries are tested image
and secret key K for the watermark generation. The process of
the watermark detection is shown in Fig. 8 and can be
described in five steps:

e DFT transformation of the tested image,

position finding of the local maxima,

LPM transformation of the local maxima,
watermark generation by using secret key K,

correlation test,

decision about the presence or absence of the watermark
in the tested image

Tested image

Secret/ public key

It
k
DFT of the
Image Hash .
Function
ItDFT
" Find Watermark
maxima Generation
t
W r
LPM Cotrection W

test

Decision
about W

J
0.1
Fig.7 Decoding method
The DFT is the first step in the watermark extraction process.
The local maxima are searched in the small non overlapping
windows. In the experiments the window with 10x14 pixels
was used. The positions of all founded local maxima are saved
into the empty matrix. This matrix represents the extracted
watermark. In the next step, the local maxima are transformed
by using LPM (Fig. 9) and the correlation test between the
original and tested watermark is calculated. The decision
about the watermark presence or absence is based on the
chosen level of the correlation function.

Fig.8 LPM of the founded maxima

V. EXPERIMENTAL RESULTS

In the experiments, five different images were used and five
different watermarks were added into each image. Examples
of one watermarked image with embedded watermarks are
shown in Fig. 7. Three different powers of the o parameter
during the watermark embedding process were used. The
robustness of the embedded watermarks was tested against
some attacks.
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VI1.CONCLUSION

In this paper one approach how to improve robustness of the
digital watermarks in gray scale images based on the DFT and
LPM was shown. As it was demonstrated by providing some
types of attacks, the proposed watermarking method is highly
robust against the geometrical attacks. The further work will
be oriented on the improving of the robustness against the
removal attacks, mainly the loss compressions and the
exploitation of the human visual system in the watermark
embedding process for the better hiding the watermark into
the original image.
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